III.b.6.D – Privacy safeguards. 
[bookmark: _GoBack]The Commonwealth did not describe how the safeguards are incorporated into the system for the use of UI wage record data and UI claimant data.
6. Program Data

D. Privacy Safeguards. Describe the privacy safeguards incorporated in the
State’s workforce development system, including safeguards required by section 444 of the General Education Provisions Act (20 U.S.C. 1232g) and other applicable Federal laws.

Only authorized staff may access UI wage record and UI claimant data. Requests for access follow a stringent process that is examined first by the Office of Employment and Training.  Upon agency approval, requests are sent to Security Administration within the Commonwealth Office of Technology for approval.   Once access has been approved, all users are assigned a unique user name and password.  Users access authentication is performed through Active Directory domain controller and multi-level security policies through Resource Access Control Facility (RACF) procedures.  In addition, multiple levels, internal and external, of firewall protection prohibit unauthorized access.  Finally, annual audits are performed by the  Office of the Auditor of Public Accounts, Commonwealth of Kentucky that focus on application security measures and data protection.


